NHhopMaLNOHHO-CNPaBOUYHbIe MAaTepuanbl N0 XU3HEHHON CUTYaLuK
«3aliuTa oT MOLIEHHUKOB B CETU»

B pamkax egepanbHOro npoekta «lFocyfapcTso Ans nogein» MuHungpsl Poccun
n AHanuTuyeckuii UeHTp npu [MpasutensctBe Poccuitickoin depepaymm peannsosani
UM(POBOA  CepBUC MO  XXU3HEHHOW  CcUTyaumm «3auiMTa OT  MOLUEHHUKOB
B CeTu» Ha EguHOmM noprtane rocyAapCTBEHHbIX W MYHUUUNANbHBIX  YCAyr
(nanee - Focycnyru) B Lensax npecevyeHns 1 NpefoTBpaLleHns MOLWEHHUYECKNX AENCTBUIA
(https://www.gosuslugi.ru/scammer_protection).

CepBuc npegoctasnseT BbI6OP crnegyowmx cutyaymii: « MOLWEHHUKW MblTalTCcA
nonyynTb fgoctyn K [ocycnyram» (3Ta cuTyauus Hanpas/jeHa Ha MOMOLb
B BOCCTAHOBNEHUW KOHTPONAA HaA YYETHOW 3anucblo) U «HA  Xo4dy 3aWuTUTbCA
OT MOLUEHHWUKOB B CeTU» (B AaHHOW CUTyauumn pedb MaeT 0 cnocobax npeaoTBpaLleHns
MPecTynHbIX AeNCTBUR).

B pamkax nepBoOWM cUTyauuu npefctaBfieHa NoApo6Has WMHCTPYKUWSA, B KOTOPOIA
COLEPXNTCA MHGOpPMaLMa O TOM, YTO fAenaTb, €CAN rpaXAaHWH YyxXe coo6Luna naponb
nnn kog n3 CMC MoLlEeHHMKaM.

B pamkax BTOpPOW cuUTyauun paccMaTpuBatOTCs Mepbl, HanpaB/ieHHblE Ha 3aLlnTy
OT KMb6epnpecTynHMUKOB (3anpeT Ha AeCTBUA C HeABMKXMMOCTbIO, 3anpeT Ha ohopM/IeHMe
[JOr0BOPOB CBA3M, 3aMpeT Ha NoJiyyeHuWe KPeauTOB M 3aiiMOB, 3aliMTa YYETHOW 3anucu
C MOMOLLbIO AOBEPEHHOr0 KOHTaKTa, npasuna 6e30nacHOCTU npu Tefe)OHHbIX 3BOHKAX),
a TakXke TnMpeAcTaBfeHbl MeToAbl MPOTUBOAENCTBUA (PUHAHCOBOMY MOLUEHHWUYECTBY
N YeK-IUCT MO LUPPOBOIA TUTMEHE.

CnpaBo4HO: camo3anpeT - A06pPOBO/MbLHOE OrpaHWYeHue, KOTOPOEe YenoBek
cam Ha cebs HaknafblBaeT: YTOObl HUKTO HE CMOr OQOPMUTbL KPeAUTbl U 3aiiMbl
Ha ero MMA — HU OH CaM, HW MOLWEHHWKM («3anpeT Ha MNOAy4YeHUe KpeauTOB
1 3aiiMOB»); 4T 00bl He JONYCTUTb COBEPLUEHUS CAENOK C HEABUXKMMOCTbIO 6e3 ero
NIMYHOTO y4acT A KakK cO6CTBeHHMKA («3anpeT Ha [eiCTBNA C HEABUXKNMOCTbHO»);
YTO0Obl HAKTO He CMOr 3aKNl4YMTb [Or0BOP Ha MOOGUNbLHYH CBA3b OT €ro nuua
(«3anpeT Ha opopmM/ieHNE LOTOBOPOB CBA3MN»).

[loBepeHHbI KOHTaKT (panee —[AK) — 3TO AononHWTENbHas 3awuTa
y4eTHOW 3anucu Ha Focycnyrax oT [AeilCTBUIA MOLWEHHNKOB. [ K MO>KeT cTaTh,
Hanpumep, POACTBEHHUMK uanm gpyr. [pu nonbITKE BOCCTAHOBNEHWSA pocTyna
K y4eTHOI 3anncu nonb3oBaTens Ha Homep TeneoHa [ K 6yayT npuxoauTb CMC
AN NOATBEP>KAeHNa BoCcCTaHoBneHus napons. A K nogTeepanT 3anpoc, TONbKO
KorgaybeamTcs, 4TO NONb30BaTENA He BBOAAT B 3abny>KaeHue.

Kpome TOro, Ha cCTpaHuue pasMeleHbl MNOMe3Hble  WHCTPYMEHTbl A4
Knbepbe3onacHoCTH.

B kaTasore oby4dalolwnMx KypcoB cobpaHbl MaTepuanbl N0  LMUGPOBON
rpamoTHOCTM - OT NpPaBW/1 PE3epPBHOr0 KONMPOBAHMUA AaHHbIX 40 METOA0B pacno3HaBaHuA
annderikos (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=I).

Takke pfocTynHa 6asa MOLUEHHUMYECKUX CXeM, KOTopasd [MOMOraeT Yy3Hatb
06 aKTyanbHbIX cnocobax obmaHa. Ha faHHbIA MOMEHT B Hell COfepXUTca 86 CXeM € UX
KpaTkum onucaHuem (https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1).
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[Na OUeHKN CBOMX 3HaHWiA, B CBOK 0Yepefb, MOXHO MPOWTM TeCcT Mo uMdpoBoK
rPaMoOTHOCTK, KOTOpPbIA ONpeaennT YpPOBEHb OCBEAOMIEHHOCTM B 3TOW  cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

CTouT OTMETUTb, YTO B pamMkKax BTOPOM CuUTyauuwu, Cpegum  MNpoYero,
HaxogmTcAa  cCblika Ha  pasfgen  «Kubepb6besonacHOCTb -  3TO  MPOCTO!»,
roe  cobpaHa nosesHas  MH@OpMauMs 0 pasHOO6pasHbIX  LMMPOBbLIX  Yrpo3sax
(https://www.gosuslugi.ru/landing/cybersecurity).

B oTgenbHbIX 6noKax pasMelleHbl pPeKoMeHAauuMu no  KMbeprpamMoTHOCTH,
cneunanbHo paspaboTaHHble NS AeTel U NOXUAbIX NH04eNR, KOTopble cUMTalTCA Hambonee
YSA3BUMbIMU B UHTEPHETE.

Oco60e BHMMaHMWe y[eneHo 3aliuTe OT (IMLIKUHIa, CO3[4aHUK0 HafeXHbIX Maposen,
3awmnTe MO6UILHOMO YCTPOMCTBA U NPOPUIaKTUKE TeNe(hOHHOIN0 MOLIEHHWNYECTBaA.

MoMMMO 3TOr0, Ha CTpaHuUax 06enmx cuTyaumnin pasmelieHa naMAaTKa ¢ rnosie3HbIMu
CCbI/IKaMU: Ha WHTEePaKTUBHYI KapTy c agpecamu MB/J, Poccuun; Ha nogavy 3asBfeHus,
Xanobbl v NpeanoXxeHns yepes opuumanbHblil cait MB/ Poccun; Ha BO3MOXHOCTb
nonyynThb 6ecniaTHy0 KOHCYNbTaLMI0 M NOMOLLb HOpMUCTa NO 3aluTe npas.

Takxe B pasfene «YacTble Bonpocbl» («MOryt nu MOLIEHHUKM npogatb
HeBMXXMMOCTb») HaxXOAUTCA CCblIKa Ha WHTEPaKTMBHYK KapTy C ajpecamu
MHOTO(YHKLMOHaNbHBIX LeHTpoB (M®LI).

Kpome TOro, Ha cTpaHuuax 06enMx CUTyauuil pasmelleHbl CCbIIKW, MO3BOJAKOLME
NPOBEPUTHL KPEeAUTHYH WCTOPUIO, COOOWUTb O MNOAO3PUTENIbBHOM 3BOHKE, MPOBEPUTH
O(DOpPM/IEHHbIE CUM-KapTbl, MOAaTh Xanoby Ha BPeAOHOCHbI MHTEPHeT-pecypc, a Takxe
OTBETbl Ha 4acTO 3ajaBaeMble BOMPOCbl: «KakK HaCTPOWTb KOHTPONbHbIA BOMPOC?»,
«Kak aHHyNnMpoBaTb KpeauT, eci MOLLIEHHUKM OpOPMUIA ero Ha Bac yepes [Focycnyru?»,
«KTO Takoi Apon v Kak He MonacTb B MPECTYMHYHO CXeMY?» U T.4.


https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity

